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I

� $  � %  � ! ! � � % �� � %' � % ( & �� � �� )� � * � ( ! � � � ��� �,+
I

� � � � - * ( � � �� � � � � $ � � ��� � & � �� � � �� (� � � (� '  � � � � (. ( � � +
I

� � (� '  � � � $ � � �� � & �� � � � ( %� � "� #� � � � ��  ! � � �� � +

I

� � � $ ( �� �� ( ! ��  � � ��  ! � � �� � "� #+
I

� � � $ ( �� ' � * � ( � �  ( � ' � � +
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I

�� � � '   ( � � � �  (� * �,+

I

� � � % � (  ���  * (  � ! $ (  � � � . ( �� � %' � % ( +

I

� (� �� � � � - � � � �� � +
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� �� � & $  � %  � ! ��  ( ( )$  ( � � �� � � # � � ��  ( � ' � � $ � � � � � ��� 6= ()�( )$  ( � � �� � � �  ( $  � %  � ! � � � ( ) (� ' � (� $ � � � � � ��� # � � � � � * ( � ( � (� � � � � *

�� � � � (  ! � �� � �� � +

I

�� ! $ �  ( * # � � � � ! $ (  � � � . ( � � � � � '   ( � � $  � %  � ! � &
II

# ( �� � � � �� . ( & �� � � (� � . � � ' ( �� � � � * � � �� �� � �  � � � � � � %� � (  ! � �� � �� �

()� � � � � % � ! ( � � �� � (� ' ( � � �� � � � ! $ � � � � �� �� # � � � ( �� � $ � � * (  � . ( * �� � �  (� *

�  (� � �� � +

II

# ( % (� & �' � � � �� � � �

λ�� � ��  � � � �� � � � � ( �$ + $  � � ( * '  ( � ��

� $ $ � �� � � �� � � � �' � � � �� � �� � *$  � � ( * '  ( � � � �  %' ! ( � � � ��� ( )$  ( � � �� � � ��* � �� ! ��� � � �� �  (� � ( * ! ( ! �  � �� � � � �� � � � # � � � �� � $ ( ��  (� '  � �� � +
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� � � (

V, W . . . ::= x | u`,θ | λxM | tt | ff | () � � ��� ��

M, N . . . ::= V | (if M then N else N ′) | (MN)

| M 	 N | (ref`,θ N) | (




N) | (M := N)

| %xV | (thread M)

�� ! ! ( � � �&

I

� � 
�� �� �� � � �� � ��� � � � � �� �� �� � ��� � ���

I u`,θ

� � �� � � � �� � � 
� � � � ��� �! � � � � " �� �� � � # � � $ � � �� � � � � 
 � � � 
 ` �� � � � � � θ�

I λxM � � � � 
 � � % � #� � � � �� (fun x & M)�

I (ref`,θ N) �� � � � �� � "� �� $ � � " �� �� � � # � � $ �� � � � � 
 � � 
 � � N�

I (




N)

� � � �� � " �� �� � ��� ' 

�� ' � � � $ � � � 
 � � � " � � " �� �� � � N

( �� � � ��� � � 
 � )

x

* +
�

I %xV

� � V # $ �� � x

� � � � �� � � � � � 
 � %� � � � �� V�
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I (λxMN)� � �� #  � � � ( � (let x = N in M)+

I M � N � � ' � * � ( * (  � . ( * � � (let z = N in M) # � (  ( z *� ( � �� �

� � � '  � � M +

I (while M do N)

� � �� # * (  � . ( *� �

(%wλx(if M then N 	 (wx) else x)())

I %xx

� � #  � � � ( � loop+
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� � ��  � � ( � ! $ (  � � � . ( � � � � � '   ( � � �� � %' � % ( &

(M, µ)
N
−→ (M ′, µ′)

� . � � ' � � �� � � � � � ( )� �&

E ::= [·] | (if E then M else N) | (EN) | (V E)

| E

	 N | (ref`,θE) | (




E) | (E := N) | (V := E)

# � � �

(M, µ)
N
−→ (M ′, µ′)

(E[M ], µ)
N
−→ (E[M ′], µ′)

$ � ' � � � (  ' � ( � ��  $ �  � � � ( � � � ! $ � � � � �� � (T ‖ T ′)+
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� �� � � � � � � � � � �� � 	 �� �� �

((if tt then M else N), µ)
()
−→ (M, µ) ((if ff then M else N), µ)

()
−→ (N, µ)

((λxMV ), µ)
()
−→ ({x 7→V }M, µ) (V � N, µ)

()
−→ (N, µ)

((ref`,θV ), µ)
()
−→ (u`,θ, µ ∪ {u`,θ 7→V })

u

��� �� �

((

�

u`,θ), µ)
()
−→ (µ(u`,θ), µ) ((u`,θ := V ), µ)

()
−→ ((), µ[u`,θ := V ])

(%xV, µ)
()
−→ ({x 7→%xV }V, µ) ((thread N), µ)

N
−→ ((), µ)
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��� � � � * �  (� �� � � * �  (� � � � * � (  ! � �� � �� � � (� � � � � ' � & ! �  ( (. � � ' � � �� �

� � � � ( )� � ⇒ ! �  (� $ $ �  � ' � � � � ( � +

I

�$ $ � ��� � � �� � (MN)

II

�� � � (  ! � �� � �� � � �

M ! � � $  (. ( � � �� # #  � � � � % � � N� ( + %+ # � � �

M = (if

�

uH then λxx else loop)� � *

N = (vL := tt)+

II

� �� $ $ ��� � � % M �� � �� # #  � � � � % ( � (� �� ( + %+ M = λx(vL := x)�� � (  ( ! � � � (� * �  (� � "� #� ( + %+ # � � �
N = (

�

uH)+

II

� �

M

�� � �� # #  � � � � % ( � (� ��  (� * � � % � � �  � ! � � (�  (� �� � � � �� �

! � �  ( � ' � � � �� � � � * �  (� � "� #� ( + %+ # � � �

M = (

�

uH)� � *

µ(uH) = λx(vL := V )� � *
ν(uH) = λx(vL := W )+

➥

� (  (� �  * � � ( ( � (� � � � �� $ $ �� � � % �� �' � � � �� � � � � � � � � $ ( +
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I

� � � � % � ! ( � � (M := N)

II

�� � � (  ! � �� � �� � � �

M ! � � $  (. ( � � �� # #  � � � � % � � N� � � � �

(MN)+

II

� �

M

� �  (� * �  � ! � � (�  (� �� � � � �� �� ( + %+ M = (
�

uH)� � � (  ( ! � �

� (� � � � * �  (� � "� #� � � � � ( . � � ' (  (� * � �� �� #  ( � (  ( � � (� ( + %+ # � � �

µ(uH) = vL

� � *

ν(uH) = wL+
I

�  (� � �� � � �� �� #  ( � (  ( � � ( (refLN)& # �� � � �

N  (� * � � (�  (�

� � ��  ! � � �� �� ( + %+ N = (

�

uH)

�
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 � � �� � � � � � � � � � ��� � �� �� �

�  � %  � ! � � ( )$  ( � � �� � � ⇒ # (  (� �  *

I r� � � ( � � � - * ( � � �� � � � � � (. ( � � � � ' $ $ (  �� ' � * � � � � (  (� * � � % � (. ( ��

I w� � �� # (  �� ' � * � � � � ( #  � � � � % � (. ( ��

I t� � � ' $ $ (  �� ' � * � � � � ( � (. ( � �� �  (� * � � % � �� � � � ' � * � � " ' ( � � (

� (  ! � �� � �� � +

➥

� � $ � � % � ' * % ( ! ( � � �&

Γ ` M : (r, w, t), τ

# � (  (

τ, θ, σ . . . ::= bool | unit | θ ref` | (σ
(r,w,t)
−−−→ τ) | · · ·

	 � � � ( � � $ � � % � � � � ( )� x : (`, θ) x : θ ref`+
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 � � �� � � � � � � �� �� �

� � ( � � (� '  � � � ( � (� � � �

s = (r, w, t)�  ( �  * (  ( * � � ! $ � � ( � � # � � ( &
(r, w, t) 6 (r′, w′, t′) ⇔def r 6 r′ & w > w′ & t 6 t′

(r, w, t) t (r′, w′, t′) = (r t r′, w u w′, t t t′)

⊥ = (⊥,>,⊥) & > = (>,⊥,>)

�� $ � � %  ' � ( �&

Γ, x : τ ` x : ⊥, τ Γ ` u`,θ : ⊥, θ ref`

Γ, x : σ ` M : s, τ

Γ ` λxM : ⊥, (σ
s
−→ τ) Γ ` () : ⊥, unit

	�  ( % ( � (  � � ��� & unit

�

∼
�

void

� � � � � � ( � � $ ( � � �� � ! ! � � * � �� � � * � � (

 (� '  � � � $ (� �$  � � ( * '  ( �,+
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Γ ` tt : ⊥, bool Γ ` ff : ⊥, bool

� (  ! � �� � �� � � � � � � * � � �� �� � �  � � � � � � % ! � � * ($ ( � * � � � � (  (� * � � % � (. ( �

� � � � ($  ( * ��� � � ( &

(if




uH then () else loop)

⇒

� � (  ' � ( � �

Γ ` M : (r, w, t), bool Γ ` Ni : (ri, wi, ti), τ

Γ ` (if M then N0 else N1) : s t s0 t s1 t (⊥,>, r), τ
r 6 w0 u w1

# � (  ( s = (r, w, t)� � *

si = (ri, wi, ti)+
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� (  ! � �� � �� � � � � � ( � $ $ � ��� � � �� � (MN) ! � � * ($ ( � * � � � � (  (� * � � %

� (. ( � � � �� � � � � ( �' � � � �� � � � * � � ( �  %' ! ( � � &

M = (



uH)

� � *

N = ()� �  

M = λx(x())

� � *

N = (




uH)

# � � �

µ(uH) = λx()

� � *

ν(uH) = λxloop+

Γ ` M : s0, (σ
s1−→ τ) Γ ` N : s2, σ

Γ ` (MN) : s0 t s1 t s2 t (⊥,>, r0 t r2), τ
t0 6 w2, r0 t r2 6 w1

Γ ` M : s, σ Γ ` N : s′, τ

Γ ` M 	 N : s t s′, τ
t 6 w′ Γ ` N : s, θ

Γ ` (ref`,θN) : s, θ ref`
r 6 `
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� (  ( � (  ( � � � � % � ' � � * � � � (  (� * � � % � ( . ( � &

Γ ` N : s, θ ref`

Γ ` (




N) : s t (`,>,⊥), θ

� � � � % � ! ( � � � ' � � * � � � ( #  � � � � % � ( . ( � &

Γ ` M : s, θ ref` Γ ` N : s′, θ

Γ ` (M := N) : s t s′ t (⊥, `,⊥), unit
t 6 w′, r t r′

6 `

Γ, x : τ ` V : s, τ

Γ ` %xV : s, τ

Γ ` M : s, τ

Γ ` (thread M) : (⊥, w,⊥), unit
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� (  � . ( * � � $ � � % ��  

(while M do N) =def (%yλx(if M then N 	 (yx) else x)())

� � � ' ! (

Γ ` M : s0, bool

� � *

Γ ` N : s1, unit� � � * � (�
s = s0 t s1 t (⊥,>, r0)

� � *

∆ = Γ, y : (unit
s
−→ unit), x : unit+ � � ( �

�����

∆ ` N : s1, unit

∆ ` y : ⊥, (unit
s
−→ unit) ∆ ` x : ⊥, unit

∆ ` (yx) : s, unit

∆ ` N � (yx) : s, unit
t1 6 w0 u w1

� � (  ( ��  (
�����

∆ ` M : s0, bool

�����

∆ ` N � (yx) : s, unit ∆ ` x : ⊥, unit

∆ ` (if M then N � (yx) else x) : s, unit

�

t1 6 w0 u w1

r0 6 w0 u w1
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� � �� � ���� � � # ( � (�

P = (if M then N 	 (yx) else x)� # ( % (�

����

∆ ` P : s, unit

Γ, y : unit
s
−→ unit ` λxP : ⊥, unit

s
−→ unit

Γ ` %yλxP : ⊥, unit
s
−→ unit Γ ` () : ⊥, unit

Γ ` (while M do N) : s, unit

�
t1 6 w
r0 6 w0 u w1

� �� � � �

Γ ` M : s0, bool Γ ` N : s1, unit

Γ ` (while M do N) : s0 t s1 t (⊥,>, r0)
r0 t t1 6 w0 u w1
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µ =6` ν ⇔def ∀u`′,θ∈dom(µ)∩dom(ν). `′ 6 ` ⇒ µ(u`′,θ) = ν(u`′,θ)

� � ( � &

I M

� � ��  � � % ��� � (� '  ( � � ��  � �� `

� � (  ( ( ) � �� �� � `�
� � � � ! ' �� � �� � R� ' � � � �� �

M RM +

I R

� �� � `�
� � � � ! ' �� � �� � � �

M RN

� ! $ � � ( � ( � � � (  

II M �� �

N �� � %� � $

` �
$ � ' $ 

�
� �� M, N ∈ High` 

� �

II

� "

(M, µ)
S
−→ (M ′, µ′)

�

µ =6` ν # � � $ dom(µ′ − µ) ∩ dom(ν) = ∅

� $ �� S RS �� � � $ �� � �� � � �

N ′ �� �
ν ′ # � � $ dom(ν ′− ν) = dom(µ′ −µ)

� � � $ � $ � � (N, ν)
S
−→ (N ′, ν ′) # � � $ N ′ RN ′ �� �

µ′ =6` ν ′�
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�� � � � � � (  � (  ( � � ( � � � ! $  � � � �� � � & � � (  ( �  ( �� � ! ! � � � � * ' � ( �' � �

$  � %  � ! � � �� � � � � ( � � �� �� � �� � (� � � � ��  ! � � �� �� ( + %+ � $ � � � #�  * � � (� � (  

P (user id , pwd) = if




(pwd db.user id)Secret = pwd

then outputPublic := ′′
yes

′′

else outputPublic := ′′
no

′′

� (�

Secret 66 Public� � � � (  # � � (

P ′(user id , pwd) = outputPublic := ′′ 

(pwd db.root)Secret

′′

#� ' � * � ( � ( %� �� � �� � � (  ��� � *�  * �� � ' � � (  � � ( )� ! $ � ( � � ( � �  � $ � �� �

�� � � ( � � 
 �$ � � � �� � +
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	�
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 � ��� � & � � � � $ � � � � � � ( � � �� . ( � �� � %' � % ( � �� � ( * � � ��  ! � � �� � �"� # � (� '  � � � � # � � � (� � �� # � � % * (� �� � � � - � � � �� � � � (� ' �  ( �� � ( # � (� '  � � �

$ � � ��� � +
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� � � � �� �� �  �� # ! ' � � � � ��  ! � � �� � � � � � � (� '  ( � � * � �� �� � ( �

�� � �� � � �� � � � � � � � 
 �� ' 1/2n % � �
 � � xPublic := ek(




ySecret)

# $ �� � ek

� � )� � � �

# � � * ( �� �� � � � �� � +
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