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Maurer’s test is nowadays a basic statistical tool for testing physical random number gen-
erators in cryptographic applications. Based on a statistical analysis of this test we propose
simple and effective methods for its improvement. These methods are related to the m - spacing
technique common in goodness-of-fit problems and the L - leave out method used for a noise
reduction in the final Maurer test statistic. We also show that the spacing distribution test rep-
resents a serious competitor for Maurer’s test in the case when the random number generator
is governed by a Markov chain with a long memory. Finally we discuss some approaches to the
multiple testing problem which seems essential for constructing new powerful statistical tests.
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1 Introduction

1.1 Cryptographic applications of statistical tests

Generating random numbers is not only a key issue in cryptographic applications, but also in
counter measures against side-channel attacks on secure tokens like Smartcards (see [8] and [16]
for some instances). The cornerstone character of these problems have brought institutional
organizations, like the NIST in the USA and the BSI (Bundersamt für Sicherheit der Informa-
tionstechnik) in Germany, to develop standards to define Random Number Generators (RNGs),
to classify them regarding their intended use and to analyze the confidence that one can have
in claimed properties of RNGs.

The first approach developed in [12] and [13] was to qualify RNG using statistical tests.
Canonical statistical tests include for instance the frequency test aimed to check uniformity of
the outputs of the RNG and the long run test that verifies whether the RNG is not stuck at a
given value during a defined period.

In the meantime, under the concern of completing security evaluation criteria of ITSEC or
Common Criteria concerning random supply, RNG have been classified in two categories by the
BSI:

• Pseudo Random Number Generators (PRNG) that apply iterative numerical algorithms
to an initial seed,
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• True Random Number Generators (TRNG) that apply a numerical processing merged to
a noise that come from the ”real world”, like thermal noise.

Typically, in testing of PRNGs, classical statistical tests are combined with thorough theo-
retical analysis of the cryptographic properties of the underlying algorithm [14]. On the other
hand, TRNGs are more tricky to evaluate. So, the standard AIS 31 [15] has defined a way to
qualify the expected quality of TRNG.

It classifies TRNG in two classes P1 and P2 regarding their intended use:

• P1 is the class of TRNG that will be used as nonce generators for authentication protocols,

• P2 embodies the class of ”strong” TRNG that might be used as key generators

Notice that in contrast to testing of TRNG within the class P1, where statistical tests may be
applied directly to the output of the generator, for strong TRNG, AIS 31 requires extra tests of
the noise source. Testing the noise source aims at evaluating its intrinsic entropy, namely the
degree of uncertainty that relies in the underlying physical phenomenon. The entropy of the
noise source is a very delicate notion and nowadays there are still vast discussions regarding the
best way to quantify and qualify it (see [19] for detail). In [11] Ueli Maurer has proposed the
famous test based on a statistic asymptotically related to the source entropy. Roughly speaking,
this test consists in counting the distances between patterns in the output data stream. In [5], J-S
Coron and D. Naccache have proposed to modify this test in order to fit more precisely the source
entropy (see also [6] for the latest version of this test which is now part of [15]). For industrial
applications related to building new noise sources, failing the Maurer’s test means failing AIS
31 certification. This means that applications and markets requiring AIS 31 certification are no
longer accessible for suppliers whose devices did not succeed in this certification scheme.

In this paper, we will see how Maurer’s test and its counterparts behave in the presence
of specific statistical defects in the random source, how Maurer’s test can be defeated and last
but not least how it can be improved. We would like to stress in this context that essential
applications of statistical tests are related to testing of physical random number generators.

1.2 Statistical backgrounds of RNG testing

From the mathematical viewpoint, the problem of testing of a random bit generator can be
easily stated. Let Bn be the set of all n-bit vectors b = (b1, . . . , bn). The distribution of a
random vector b ∈ Bn is described by a discrete distribution p(·) on Bn

p(x) = P
(
b1 = x1, . . . , bn = xn

)
. (1)

Recall that the random vector b is said uniformly distributed if p(·) equals the uniform distri-
bution

p(x) = µ(x) def=
(

1
2

)n

, x ∈ Bn. (2)

With these notations, the problem of testing of a random bit generator can be formulated
as follows. Suppose we are given a random bit vector b distributed according an unknown law
p. Then on the basis of b we want to test the null hypothesis

H0 : p(x) = µ(x) for all x ∈ Bn
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against the composite alternative

H1 : p(x) 6= µ(x) for some x ∈ Bn.

In other words, we want to decide whether b is uniformly distributed on Bn or not. Our decision
can be viewed as a measurable function ϕ(b) (called critical function) taking two values {0, 1}.
If ϕ(b) = 0, then H0 is accepted, otherwise H1 is accepted. Usually the quality of testing is
measured by two types of error probabilities: the probability of the first kind error

α(ϕ) def= P0(ϕ(b) = 1),

where P0(·) is the probability measure corresponding to the uniform measure µ, and the prob-
ability of the second kind error

β(ϕ,P) def= P(ϕ(b) = 0).

Here P(·) is any probability measure different from the uniform distribution. The value 1 −
β(ϕ,P) is called power of test. Statistical sense of α(ϕ) is very transparent, since this is the
probability to reject a good RNG. In contrast to classical statistical testing, where α(ϕ) varies
typically from 0.01 to 0.05, in cryptographic applications, we deal with smaller probabilities of
the first kind error residing in the range (10−7, 10−3). Usually this error probability is fixed
regarding the losses which we shall have rejecting H0. For instance, in nature, there exist
chaotic processes such as the thermal noise in a transistor, and it is a difficult engineering task
to design an electronic circuit that exploits this randomness. So, rejection of a good generator
might be very expensive. On the other hand, with very small α(ϕ) we can accept bad generators.
Therefore a reasonable choice of the probability of the first kind error is a delicate issue (compare
[12] and [13]).

From mathematics viewpoint, fixing α, we define the set of statistical tests

Φα = {ϕ : α(ϕ) ≤ α}.
and the main goal of statistical testing is to find the most powerful test ϕ∗ within the class Φα.
In other words, we are looking for the test ϕ∗ such that

β(ϕ∗,P) ≤ β(ϕ,P) for all ϕ ∈ Φα and for all P 6= P0.

It is easy to see that when the alternative contains all probability distributions, the most pow-
erful test doesn’t exist and any attempt to use directly maximum likelihood or Bayesian tests
will immediately fail. This happens because we cannot recover the underlying probability dis-
tribution on the basis of the data at hand when the set of alternative is too rich. Therefore the
basic idea to overcome this difficulty is to consider a smaller alternative family P satisfying the
following properties

• the probability distributions within P can be recovered with a sufficiently high accuracy
for large n

• the maximum likelihood test

ϕML(b,P) = 1
{

max
P∈P

p(b)
µ(b)

> tα

}
(3)

is feasible from numerical complexity viewpoint.
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Recall that the critical value tα is defined by

tα = inf
{

t > 0 : P0

(
max
P∈P

p(b)
µ(b)

> t

)
≤ α

}
.

In order to shed some light on typical problems related to this approach, let us look at
the classical frequency test. To construct this test, assume that a RNG generates independent
identically distributed blocks Bi = (b1i, . . . , bdi) containing d bits. Our goal is to check whether
Bi are uniformly distributed in Bd or not. If we associate with the block Bi the integer

xi =
d∑

k=1

2k−1bki,

our problem is reduced to the simplest goodness of fit testing: based on the sample x =
(x1, . . . , xN ) of i.i.d. random variables to test the null hypothesis

H0 : P
(
xi = l

)
= 2−d for all l ∈ {0, . . . , 2d − 1}

against the alternative

H1 : P
(
xi = l

) 6= 2−d for some l ∈ {0, . . . , 2d − 1}.
It is easy to check with a simple algebra, that the maximum likelihood test has the following
form

ϕd
ML(x) = 1

{
N

2d−1∑

s=0

p̂s(x) log
p̂s(x)
2−d

> tα

}
, (4)

where

p̂s =
1
N

N∑

i=1

1(xi = s)

is the empirical distribution.
At the first glance everything goes smoothly with this test, but our approach has a serious

drawback related to the fact that a priori it was assumed that the RNG generates independent
blocks of length d. In fact, there is no reasonable argument justifying this hypothesis. For
instance a RNG may work according to a Markov model. In this case, simple simulations reveal
that the power of the test depends strongly on d and on the underlying Markov model, and
fitting d, we can improve significantly the performance of the test. Since the statistical model of
the RNG is hardly known in practice, we should choose the block length based on the data at
hand. From statistical viewpoint it means that (4) doesn’t really define the statistical test but
the family of statistical tests. In order to construct a good test, we have to pick it up within
this family on the basis of the observations. Some approaches to this very delicate statistical
problem called multiple testing problem are discussed in Section 5. Notice that if the statistical
model of the RNG were known, then we could easily find the best test within the given family,
but the goal of multiple testing is to make this choice without a priori information about the
RNG.

In this paper, we are interested in the question ”how could statistical tests be improved with
the proper choice of the generating alternative family P” (see (3)). In particular, we will discuss
simple methods for improving Maurer’s test and finally we will compare numerically this test
with a test based on distribution of 1 - spacings in the data flow.
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2 Maurer’s test

2.1 Uniformity tests

Standard motivations of Maurer’s test are related to the notion of entropy of ergodic bit flow
(see [11]). In this paper, we present a slightly different viewpoint based on classical uniformity
tests. This new interpretation will help us to understand why Maurer’s test could be improved.
Testing of uniformity means the following. Let µ(x) = 1, x ∈ [0, 1] be the uniform probability
density on the interval [0, 1]. Suppose we observe n i.i.d. random variables Xn = (X1, . . . , Xn)
with an unknown probability density p(x), x ∈ [0, 1]. The goal of the uniformity testing is to
test on the basis of Xn the null hypothesis

H0 : p(x) = µ(x) for all x ∈ [0, 1]

against the composite alternative

H1 : p(x) 6= µ(x) for some x ∈ [0, 1].

In statistics, the most powerful tests are usually constructed with the help of the maximum
likelihood principle which can be motivated by the famous Neyman-Pearson lemma. In order to
explain how this principle works in our setting, let us assume for a moment that H1 is a simple
alternative, say H1 : p(x) = p1(x), where p1(x) is a known smooth probability density on [0, 1].
In this case, in view of the Neyman-Pearson lemma the maximum likelihood test defined by

ϕ(Xn) = 1
{

L(Xn) ≥ hα

}
,

where

L(Xn) =
n∑

i=1

log p1(Xi), (5)

is the most powerful test. Recall also that the critical value of the test hα is computed as a root
of the equation P0

(
ϕ(Xn) = 1

)
= α.

Let’s now return back to the composite alternative when the density p is unknown. A simple
heuristic idea to overcome this difficulty is to construct a non parametric density estimator
p̂(x,Xn) and then to plug-in it in (5). Thus we arrive at the following test statistics

S(Xn) =
n∑

i=1

log p̂(Xi,Xn)

and the principal issue is to find a reasonable density estimator. Standard methods of nonpara-
metric density estimation are motivated by the definition of probability density

p(x) = lim
h→0

P{X1 ∈ [x, x + h]}
h

.

Roughly speaking, the above formula says that for all sufficiently small h

p(x) ≈ P{X1 ∈ [x, x + h]}
h

.
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Estimating P{X1 ∈ [x, x+h] in the above display by the empirical probability n−1
∑n

i=1 1{Xi ∈
[x, x + h]}, we get the classical kernel density estimator

p̂h(Xj ,Xn) =
1

nh

n∑

i=1

1{Xi ∈ [Xj , Xj + h]} =
#{Xi ∈ [Xj , Xj + h]}

nh
.

Our final step is based on the fact that the bandwidth h in this formula might be data-dependent
h = h(Xj ,Xn). For instance, one can take

h = h(X(j),X
n) = X(j+m) −X(j),

where X(k) stay for the order statistics X(1) ≤, . . . ,≤ X(n). The increments X(j+m) −X(j), j =
1, . . . , n−m are called m-spacings. Thus we get the following m-spacing density estimator

p̂m(X(j),X
n) =

m

n[X(j+m) −X(j)]

or equivalently, the test statistic

Sm(Xn) =
n∑

i=1

log
m

n[X(j+m) −X(j)]
.

Certainly, the idea to use this statistics is well known and widely used in goodness of fit
testing (see e. g. [18], [7], [20]). In order to shed some light on statistical properties of Sm(Xn),
it is very instructive to look at its limit distribution under the alternative. The simplest way to
do this is to apply the famous Pyke’s theorem [17] about the distribution of order statistics.

Theorem 1 Let U1, . . . , Un be i.i.d. uniformly distributed on [0, 1] and e1, . . . , en be i.i.d. stan-
dard exponentially distributed random variables. Then

{
U(k+1) − U(k), 1 ≤ k ≤ n− 1

}
D=

{
ek

/ n∑

s=1

es, 1 ≤ k ≤ n− 1
}

. (6)

With this theorem, one can find the limit distribution of Sm(Xn). Unfortunately, the rigorous
argument involve a lot of technical details, therefore we provide here only a simple heuristic
motivation. Since F (Xk) = Uk, where F is the distribution function of X1, we have by the
Taylor formula

U(j+m) − U(j) = F [X(j+m)]− F [X(j)] ≈ p(X(j))[X(j+m) −X(j)].

This yields the following asymptotic (n →∞) formula for the test statistics

Sm(Xn) ≈
n∑

i=1

log p(Xi)−
n∑

i=1

log
n[U(j+m) − U(j)]

m

=− nH(p) +
√

n
1√
n

n∑

i=1

[log p(Xi)−Ep log p(Xi)]

+ nC(m) +
√

n
1√
n

n∑

i=1

[
log

(
1
m

m−1∑

l=0

ei+l

)
− C(m)

]

+ n log
[
1 +

1
n

n∑

i=1

(ei − 1)
]
,

(7)
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where H(p) is the entropy

H(p) = −
∫ 1

0
p(x) log p(x) dx and C(m) = E log

(
1
m

m∑

i=1

ei

)
.

Notice also that the last term at the right-hand side of (7) can be simplified by the Taylor
formula

n log
[
1 +

1
n

n∑

i=1

(ei − 1)
]
≈ √

n
1√
n

n∑

i=1

(ei − 1).

Even a quick look at (7) shows that

lim
n→∞

Sm(Xn)
n

a.s.= −H(p) + C(m).

Moreover, it is also well known (see e.g. [10]) that if p(x) is strictly bounded for below on [0, 1],
then Sm(Xn) is asymptotically Gaussian

lim
n→∞

Sm(Xn)− nH(p)− nC(m)√
n

D= N
(
0, σ2(p) + σ2

m

)
,

where the asymptotic variance of this Gaussian law is defined by (see also [4])

σ2
m(p) =

∫ 1

0
[log p(x) + H(p)]2p(x) dx, σ2

m = (2m2 − 2m + 1)ψ′(m)− 2m + 1,

with

ψ′(m) =
π2

6
−

m−1∑

j=1

1
j2

.

From the plot of σ2
m shown on Figure 1, we see that this function vanishes very rapidly. It means

that with moderate m we could improve the performance of testing. In order to explain this
phenomenon, notice that under the hypothesis, for large n

Sm(Xn) ∼ N (nC(m), nσ2
m).

Therefore, for a sufficiently small α, the critical value can be computed by

hα ≈ nC(m) +
√

2nσ2
m log(1/α)

and if the entropy is large enough

H(p) À
√

2σ2
1 log(1/α)

n
,

then the probability of the second kind error is given by

log P
(
Sm(Xn) ≤ hα

)
≈ −

[√
nH(p) +

√
2σ2

m log(1/α)
]2

2[σ2(p) + σ2
m]

. (8)

It is easy to check that the right-hand side in (8) is monotone in σ2
m. Therefore the probability

of the second kind error reaches its minimum when m = ∞. However, since σ2
m vanishes rapidly,

we can get almost the minimal error probability with a relatively small m. In fact, the optimal
choice of m should be data-driven and we discuss some approaches to this problem in Section
5.
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2.2 Maurer’s test

This test has the standard form ϕma(b) = 1
(
T (b) ≥ tα

)
, where the test’s statistic T (b) is

computed by the following principal steps:

1. Transform the input bit sequence b = (b1, . . . , bn) into the sequence of integers x =
(x1, . . . , xs), s = bn/dc taking values in Ad = {0, . . . , 2d − 1}

xk =
d∑

i=1

2i−1b(k−1)d+i

2. For each motif q ∈ Ad compute its positions in x:

N q = {k : xk = q}.

3. For each motif q ∈ Ad compute the intermediate statistics

Sq(b) = −
∑

i

log(N q
i+1 −N q

i ).

4. Compute the final test’s statistic

T (b) =
∑

q∈Ad

Sq(b).

In order to describe completely the test, remember that the critical value tα is defined as a root
of the equation

P0

(
ϕma(b) = 1

)
= α. (9)

There are two standard ways to compute tα

• compute the empirical distribution function of T (b) by the Monte-Carlo method and solve
the empirical counterpart of (9)
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• use the fact that asymptotically (n →∞) the distribution of T (b) is Gaussian.

We intentionally decomposed Maurer’s test into 4 steps in order to stress its relations with
the uniformity testing. From the viewpoint of the uniformity testing, the underlying ideas of
Maurer’s test are related to steps 3 and 4 that clearly show what does the test do: it checks
whether the positions of patterns are uniformly distributed in the bit stream. Mathematically,
this principal idea is based on the assumption that all xk are independent (see [11], [6]). In
other words, this means that d should be large. This hypothesis immediately entails that

• N q
i+1−N q

i are almost independent and follow an exponential law under the null hypothesis
and under the alternative (step 3)

• under the null hypothesis and under the alternative, the covariance matrix

rpq = cov(Sq(b), Sp(b)), 0 ≤ p, q ≤ 2d − 1

has always the form

rpq ≈
{

1, p = q
c, p 6= q,

where c is a constant (step 4).

Under the null hypothesis all these assumptions hold true, but unfortunately, they may fail
for alternatives related to stationary ergodic processes. The reason is that we cannot take d
very large, since there is a natural upper bound d ≤ log2(n/10) (see [11]). Therefore in practical
applications, the cornerstone hypothesis that d is really large, is not well justified. It is surprising
that this fact opens some perspectives for significant improvements of Maurer’s test.

In order to illustrate numerically statistical phenomena in this paper, we shall use two
statistical models for random bit generators. The first one called Markov chain model (see also
[19]) works as follows. Let ξi be i.i.d. bits such that P(ξ = 0) = p, then the random bits are
generated as follows

bi =
{

bi−m if ξi = 0
1− bi−m otherwise,

where m ≥ 1 is called memory of the chain and p ∈ [0, 1] is called transition probability. In all
our numerical experiments, the length of the bit vector is n = 20000 and the probability of the
first kind error is 0.001. We use these basic simulation parameters from now on.

Another statistical mechanism for random bit generation is called season drift model. In this
case the bits bi are independent but not identically distributed. Namely, it assumes that

P
(
bi = 0

)
= (0.5 + A) cos

(
2πi

τ

)
,

where A ∈ [0.5, 1] is called the amplitude and τ is called season period.
First of all let us look at the covariance matrix of the intermediate test’s statistic. Figure 2

illustrates the fact that this covariance matrix may substantially differ under the null hypothesis
and the alternative. The left panel of this figure shows the covariance matrix under the null
hypothesis whereas the right panel shows this matrix under an alternative. As an alternative
we used the Markov chain with memory 5 and transition probability 0.7.

We start to analyze Maurer’s test with the question whether the log-function in log(N q
i+1 −

N q
i ) is good. At the first glance the answer is negative since log results from the hypothesis
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Figure 2: The covariance matrix under the hypothesis and the alternative.

that N q
i+1 −N q

i are exponentially distributed. In fact, under the null hypothesis, these random
variables follow a geometric law. It means that if the only one intermediate test’s statistic, say S0,
was used, then log(x) should be replaced by l(x) = x log(x)−(x−1) log(x−1). This fact doesn’t
mean that l(x) is optimal in the case when we are dealing with the sum of Sq. This curious
phenomenon can be explained by the correlation between statistics Sq, q ∈ Ad. Moreover, log(x)
is not optimal too and we illustrate this fact in the following statistical experiment. On Figure
3 we plotted the probability of the second kind error as function of the transition probability for
standard Maurer’s test (dotted line) and for Maurer’s test with log(N q

i+1−N q
i + 10) (solid line)

for 6-tuples (d = 6) partition. The bit vectors were generated by the Markov chain model with
memory 1. As we see that there is a slight improvement of Maurer’s test. In other numerical
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Figure 3: Maurer’s test with log(x + 10) Figure 4: Coron’s modification

simulation the authors looked at, the function log(x + 10) always improves the power of the
test but it seems to us that improvements are not very significant and therefore in practical
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applications log(x) may be considered as a reasonable choice. Another idea to use
∑x−1

i=1 i−1

instead of log(x), was proposed in [6] and [5]. Unfortunately in our simulation study, this method
doesn’t result in visible improvements of the test’s power. Typical behavior of Coron’s test and
Maurer’s test are shown on Figure 4. Here we used the statistical model for the random bit
source from the previous example.

Let us discuss another problem related to the step 3. Namely, the optimality of the first
order spacings N q

i+1 − N q
i . For the uniformity testing problem, we have seen that m-spacings

may improve the test power. Similar effect takes place for Maurer’s test, it turns out that using
m-spacings N q

i+m −N q
i with m > 1 it is possible to improve the power of this test.

The next natural question related to the final step 4 is: whether the sum of Sq(b) is a good
idea for testing or not? This statistics would be optimal if the covariance matrix of the vector(
S1(b), . . . , S2d

(b)
)

doesn’t change its form under the alternative. Unfortunately, we have seen
see that it isn’t true. This phenomenon opens another way to improve Maurer’s test.

3 Motif Uniformity test

The term Motif Uniformity (MU) test is refereed to Maurer’s test with the following modifica-
tions:

• in place of Sq(b) computed at the step 3, we use m-spacing statistics

Sq,m(b) = −
∑

i

log(N q
i+m −N q

i )

• the final test statistics
∑

q∈Ad Sq(b) computed at the step 4 is replaced by a special non-
linear transform based on p-leave out method.

3.1 m-spacing method

In this section, we present two examples showing that m−spacing technique improves the power
of Maurer’s test. Figure 5 shows the power of Maurer’s test (dotted line) and the power of its
modification based on 4-spacings (solid line) as function of the transition probability. We see
that the improvement is clear. The next example demonstrates a more significant improvement
of Maurer’s test. In this example, we deal with the season drift model with T = 3000 and plot
the power of the tests as function of amplitude A. For this random bit model Maurer’s test with
d = 1 is, in some sense, optimal. Since pk is a very smooth function of k, m-spacings with large
m may improve substantially the test power. Figure 6 distinctly illustrates this fact.

3.2 L-leave out method

We have seen that the covariance matrix of Maurer’s test statistics Sq(b), q ∈ Ad may change
substantially under the alternative and now we use this phenomenon to improve the performance
of this test. The underlying idea is very simple. We order the test statistics

(
S1(b), . . . , S2d

(b)
)

such that
S(1)(b) ≥ S(2)(b) ≥ . . . ≥ S(2d)(b)

and compute the final test statistics

TL(b) =
2d−L∑

i=1

S(i)(b).
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Figure 5: The MU test with 4-spacings Figure 6: The MU test with 100-spacings

Figure 7 illustrates improvements in the test power based on 4 - leave out technique. Here
we plotted the probability of the second kind error as function of transition probability for
1-memory Markov chain.
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Figure 7: Performance of Maurer’s test with 4 leave out statistics

4 Spacings distribution test

In contrast to Maurer’s test which checks whether the positions of motifs in the input vector
are uniformly distributed or not, the goal in the Spacing Distribution (SD) test is to compare
the empirical distribution of 1-spacings with a geometric distribution. For typical alternatives,
the distribution of N q

i+1 −N q
i may be very far from geometric thus providing an additional and

significant statistical information about RNG. From the statistical viewpoint, we can retrieve
this information testing the hypothesis that the law of N q

i+1 −N q
i is geometric. In this section,

we propose to use the maximum likelihood method to test this hypothesis.

12



Remember that under the null hypothesis 1-spacing follows a geometric law

P0

(
N q

i+1 −N q
i = k

)
= p0(k) =

1
2d − 1

(
1− 2−d

)k
.

We define the SD test as the maximum likelihood test assuming that for a given q the spacings
N q

i+1 −N q
i are i.i.d. This test consists in the following steps

• For all motifs q compute the empirical distribution of N q
i+1 −N q

i

p̂ q(k) =
1

#N q

#Nq∑

i=1

1
(
N q

i+1 −N q
i = k

)

and compute the intermediate test statistics

Sq(b) =
#Nq∑

i=1

log
p̂ q(N q

i+1 −N q
i )

p0(N
q
i+1 −N q

i )
.

• Compute the critical function

ϕSD(b) = 1
(2d−1∑

q=0

Sq(b) ≥ hα

)
.

In some sense, the SD test can be viewed as a very good complementary of Maurer’s test since
this test is very stable and powerful for the Markov chains alternatives. Figure 8 illustrates this
fact. In this numerical experiment we try to find out how the powers of Maurer’s test and the
SD test depend on the parameters of the Markov chain alternative. On left panel we plotted
the power of Maurer’s test with d = 7 as function of the memory of the chain varying from 1 to
20 and the transition probability belonging to [0.5, 0.8]. The left panel represents the power of
SD test for the same alternatives.

This figure distinctly shows the principle differences Maurer’s and SD test. First of all,
Maurer’s test detects very badly alternatives with memories greater than d. This is the principle
drawback of the test since the block length d cannot be large. We have already mentioned that
d ≤ log2(n/10), where n is the length of the bit flow at hand, otherwise the test statistics Sq(b)
may have no sense. On the other hand, Maurer’s test with large d may detect badly the Markov
alternatives with short memories. Therefore, it seems to us that Maurer’s test with a priory
fixed large d is not good for practical implementations. The only way to overcome this difficulty
of Maurer’s test is to use a multiple testing approach which will be discussed in the next section.

Fortunately, these drawbacks are not inherent to SD test. Even with small d this test can
detect the Markov chains with large memories. However, we would like to stress that the SD
test should not be used as an universal test. It not surprising for instance that its power may
be low for season drift models. In this case, the 1-spacing follows a geometric law and from the
viewpoint of the SD test, there is no big difference between the hypothesis and the alternative.
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Figure 8: Statistical performance of Maurer’s and SD tests.

5 Multiple testing

The literature on multiple testing is so vast that it would be impractical to cite it here, we
refer the interested reader to [1] and [9] for the modern state of art of this old issue and further
references. In this section, we present only a heuristic approach to this problem. Suppose we
are given a family of N statistical tests

T =
{
1
(
T1(b)− t1 > 0

)
, . . . ,1

(
TN (b)− tN > 0

)}
.

The test statistics here might be thought as empirical versions of pseudo-distances between a
probability measure p(·) and the uniform distribution µ(·) on Bn. For instance, one could have
in mind the family of Maurer’s tests with different d = 1, . . . , N . If we decide to use the test’s
statistic Tk(b), then we should choose the critical value tk as a root of the following equation (if
it exists)

P0

(
Tk(b) > tk

)
= α.

Then under the alternative, the power of this test is computed by

βp(Tk) = P
(
Tk(b) > tk

)
.

Remember that p is the probability distribution of the data under the alternative (see (1)).
Suppose for a moment that there is an oracle which provides us with p. Then we can easily find
the best statistical test within T. Obviously, we have to choose the test 1

(
Tk∗(b) − tk∗ > 0

)
with

k∗ = kp = arg max
k=1,...,N

βp(Tk).

In other words, with the help of the oracle we can easily construct the test with the maximal
power. The goal of the multiple testing is to find a data-driven method of choosing a test within
T which mimics the oracle method.
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A standard solution of this problem is based on idea of tests intersection. This method works
as follows. Let t̄k(α) be a sequence of reals such that

P0

(
max

k=1,...,N
[Tk(b)− t̄k(α)] > 0

)
≤ α (10)

We shall call tk(α) α-envelope of the family T. This definition of t̄k(α) evidently entails that for
any data-driven test choice k(b)

P0

(
[Tk(b)(b)− t̄k(b)(α)] > 0

)
≤ α.

If so, we can define the new test by

k̂(b) = arg max
k=1,...,N

[Tk(b)− t̄k(α)].

In other words, we accept H1 when maxk=1,...,N [Tk(b)− t̄k(α)] > 0.
Intuitively, in order to construct the most powerful test, we should find the smallest α-

envelope. So we arrive at a very delicate optimization problem of computing the smallest t̄k(α)
for which (10) holds true.

Probably, the first idea of construction of an α-envelope was proposed by Bonferroni [2], [3].
Notice that

P0

(
max

k=1,...,N
[Tk(b)− t̄k(α)] > 0

)
≤

N∑

i=1

P0

(
Ti(b)− t̄i(α) > 0

)
.

Therefore if we take t̄bon
i (α) as a root of equation

P0

(
Ti(b)− t̄bon

i (α) > 0
)

=
α

N
,

then we get an α-envelope of T.
The Bonferroni method is good only when N is small enough and the test’s statistics

Ti(b), i = 1, . . . , N are almost independent. For instance, this method may be used for multiple
testing with Maurer’s tests family with different d. On the other hand, we cannot hope that this
idea results in a good test for multiple testing with MU tests having different spacing orders,
since in this case the statistics are strongly dependent.

6 Concluding remarks

There are two main objectives in the present paper. First of all, we propose a new interpretation
of Maurer’s test which is based on nonparametric maximum likelihood uniformity tests. This
approach explains why and how Maurer’s test can be improved, and we provide three methods
to improve it

• using m-spacing technique

• L-leave out correction of the test statistics

• spacing distribution test
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In numerical examples, we demonstrate that all these methods improve significantly the test’s
power.

The second objective of the paper is related to the multiple testing approach. The main goal
of this method is to find the ”best” method within the family of given statistical tests. Roughly
speaking, multiple testing provides us with a test which adapts automatically to the random
bit source. In our opinion, this idea seems to be very fruitful and might be considered as a
cornerstone for future developments of powerful statistical tests.
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